V: The Berlin Tunnel

No single operation more typifies Berlin’s importance as a strategic intelligence base then the
construction of the Berlin Tunnel. Probably one of the most ambitious operations undertaken
by the CIA in the 1950s, it succeeded despite the fact that the KGB knew about the operation
even before construction of the tunnel had began!

The genesis of the tunnel operation lay in Berlin’s location in Europe and its prewar status as
the capital of a militarily and economically dominant Germany. The largest city on the
Continent, Berlin lay at the center of a vast network of transportation and communications
lines that extended from Western France to deep into Soviet Russia and Eastern Europe. This
was still true in the 1950s; Soviet telephone and telegraph communications between Moscow,

Warsaw, and Bucharest were routed through Berlin, for example.! This became a factor of
crucial importance beginning in 1951, when the Soviets began to shift from wireless

communications to encrypted land lines for almost all military traffic.2 Land lines existed in two
forms: overhead lines strung from telephone poles and underground cables. Both carried
encrypted messages as well as nonsecure voice communications.

CIA officers examining this situation in 1952 concluded that underground cables offered the
more valuable target, since they were buried and hence not subject to constant visual
surveillance. If a tap could be placed covertly, it would be likely to remain in place for some
time. Thus was born the idea of tunneling into the Soviet sector of Berlin to tap into Soviet
military communications. The concept was tested in the spring of 1953, when an agent in the
East Berlin telephone exchange patched an East Berlin telephone line into West Berlin late one
night to sample what might be obtained. Even after midnight the communications traffic was

sufficiently valuable that CIA Headquarters decided to go ahead with the operation.3

During 1953, CIA continued to gather data and test the idea of tapping communications in East
Berlin. By August 1953, detailed plans for the tunnel were completed and a proposal was drawn
up for approval by DCI Allen Dulles. After much discussion, this was obtained on 20 January

19544

Having learned the location of the underground cables used by the Soviets from an agent
inside the East Berlin post office, the Altglienicke district was selected as the best site for a

cable tap.5 Work began in February 1954, using the construction of an Air Force radar site and
warehouse as a cover.® The tunnel itself was completed a year later, at the end of February
1955, and the taps were in place and operating shortly thereafter.?

Unfortunately, the whole operation was blown even before the DCI approved the project. On 22

October 1953, US intelligence officers briefed a British Secret Intelligence Service (SIS) audience
that included KGB mole George Blake. Blake reported the existence of the tunnel project during
his next meeting with his case officer, Sergei Kondrashev, in London the following December.

However, a full report was not sent to Moscow until 12 February 1954.8

Although the KGB was aware of the potential importance of the tap, its first priority was to

protect Blake.® Knowledge of the tunnel’s existence was very closely held within the KGB—
neither the GRU (Soviet military intelligence) nor the East German Stasi was informed. Rather



than immediately shutting down the tunnel, the Soviets thus implemented a general tightening
up of security procedures. A small team was formed to secretly locate the tap, which they did
by late 1955. Early in 1956 the Soviets developed a plan whereby the tap would be
“accidentally” discovered without putting Blake at risk. On the night of 21-22 April 1956, a
special signal corps team began to dig.1® By 0200 they had discovered the tap chamber. At
1230 the following day they opened a trapdoor leading from the tap chamber down a vertical
shaft to the tunnel. By 1420 they had penetrated the tunnel in the full glare of a well-organized

publicity coup.™

The digging operation had been seen from an observation post atop the warehouse in West
Berlin and the tunnel evacuated long before the Soviets entered the tap chamber. A
microphone was left in place to record what was going on.12 The Soviet publicity coup
backfired: rather than condemning the operation, the non-Soviet press hailed it as audacious
and well-planned. Of course, at the time, no one knew the extent of Soviet foreknowledge.

Since KGB archives remain closed, we cannot be certain that the Soviets did not exploit their
prior knowledge of the cable tap for their own purposes—to plant false information, for example.
However, according to former DCI Richard Helms, the possibility that the Soviets used the
tunnel for “disinformazia” (disinformation) was closely examined after Blake’s exposure and
arrest in 1961. Finally, it was concluded that the intelligence that had been collected was

genuine. 13

The sheer volume of the “take” from the tunnel operation would tend to support that
conclusion. In all, about 40,000 hours of telephone conversations were recorded, along with

6,000,000 hours of teletype traffic.1® Most of the useful information dealt with Soviet orders of
battle and force dispositions—information that was invaluable in the days before
reconnaissance satellites and other, more sophisticated means of collection became
operational. Not until more than two years after the tunnel was exposed and shut down was

the task of processing this immense volume of data completed.1®
V-1: Field Project Outline, 16 September 1953 (MORI No. 144126). [PDF Only 496KB*]

This memorandum outlines the basic concept for the Berlin Tunnel project. It was prepared in
August and September 1953.

V-2: Memorandum for COM Frankfurt from COB Berlin; Progress Report—28 August through 17
October 1954, 18 October 1954 (MORI No. 144129). [PDF Only 912KB*]

A memorandum documenting some of the problems encountered while excavation of the
tunnel was in its early stages.

V-3: Memorandum for the Record, 29 November 1954 (MORI No. 144130). [PDF Only 535KB*]

This memorandum describes some of the security measures in place while the tunnel was in
operation.

V-4: Clandestine Services History Program (CSHP) History: Soviet Discovery of the Berlin
Tunnel, 15 August 1956 (MORI No. 144132). [PDF Only 804KB*]

The circumstances of the tunnel’s discovery is described in this declassified history. As noted
at the beginning of this document, it was prepared before the role played by KGB mole George
Blake was uncovered. The description of the tunnel’s actual discovery is accurate, however.



V-5: CSHP History: Soviet Discovery of the Berlin Tunnel, (Tape Transcript) Undated (MORI No.
145737). [PDF Only 1.27MB*]

The entry of the Soviet and East German security forces into the tunnel was monitored by
specially concealed microphones. This is a transcript of the recording. Much of it is garbled.
The English voices are those of US intelligence officers listening to the activity in the tunnel—
their comments were accidentally recorded at the same time.

V-6: CSHP History of the Berlin Tunnel, G. Berlin Tunnel, Undated (MORI No. 144450). [PDF Only
219KB*]

V-7: CSHP History of the Berlin Tunnel, V. Production, [from the Berlin Tunnel Operation],
Undated (MORI No. 144445). [PDF Only 132KB*]

V-8: CSHP History of the Berlin Tunnel: Appendix B. Recapitulation of the Intelligence Derived,
Undated (MORI No. 145735). [PDF Only 489KB*]

These documents describe the importance of the Berlin Tunnel as a source of intelligence
information. The volume and the quality of the information derived suggests that the tunnel
was a valuable source despite having been compromised early in the planning process. Until
the relevant Soviet records are made available to researchers a comprehensive evaluation of
the project will not be not possible, however.
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‘1. In order that there will be a complete and detailed
yecord of the apecific precantions, policies and courses of action .
authorized by the DCI in connection with the above project there
is set out below a resume of the decisions reached and approved
by tha DCI at the conference held in his office on 18 November 1954

which was attended by the D 'D/DCL DR/P, C/OPS, ADCO, CFI,
- C/STD andjli W K. HRavEy

2. At all times during the construction phase and after
the completion of this project, the target objective and the sur-
rounding area will be kept under constant visual cbservation.

3. The following physical precautions will be taken
within the tunnel and the site itself, ‘each one being put in place
a8 soon as the comstruction permits it to be safely and efficiently
installed: B T L

a. On thenear side of the pre-amp chamber a
heavy steel door set in substantial concrete slabs .
will be emplaced with an adequate lock and bar on
the inside and wired with an alarm system against
tampering. This door will be locked at all times
except when individuals are actaally inside the pre-
amp chamber. Telephone connections will be
establisbed between the pre-amp chamber and the site.

"b. An area forty feet long, ten feet on the near
side of the demarcation Mne and thirty feet on the
far side of the demarcation line will be mined’as
soon as the construction has progressed sufficiently
to permit. It will be mined by using C-3 plastic
in sealed garden hose threaded behind the liner
plate in sufficient quantities that when exploded

0P sseneT
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it will collapse the tunnel without causing a major

surface explosion. After mining, the necessary

caps and fusing for arming this mined area will )
be fixed and secured in the immediate area but

the mined area will not be armed except in case of

emergency, and no effort will be made to lay in

the explosives on a "push button'! basis.

¢. The near end of the tunnel at the building
line will be closed by a second steel, concrate
‘emplaced door. )

o d. 'l.‘hn entrance to the slm.l:t {from the basement
floor will be covered and concealed as well as possible.

e. The ramp leading from the'basement to the
first floor of the warehouse will be covered and
concealed as well as possible and equipped with a
locked ateeldooz, . . .

4. In the event enemy action is observed which could
logically be construed as possibly leading to discovery af the .
Project, i.e. at the target objective or between the target objective

and the installation, the following steps will be taken:
“ a. Simultaneously, and as rapidly as possible

all personnel will be ramoved to the site and the

Chief, BOB, will be immediatély notified. Emergency

two-way radio communications will be provided for

this purpose in the event telephone service fails at

any given time. . :

b, If the enemy action observed is such that
time permits, there will be immediate consultation
between the Chief, BOB, and the Commanding Officer
of the site as to further steps.

c. If ime permits, consideration w:.ll be given
to removing ad¢ much of the equipment as possible.

d. Coincident with the removal of the personnel,
the steel doors will be appropriately secured and if
discovery appears really imminent, the mined area
will be armed and blown when it appears necesgary to
prevent entry-ox progre f enemy personnel through
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e¢. Under no circumstances will the installation
be precipitately abandoned.

"f. In the event there iy any imminent move
against or attempt to gain entry to the installation,
regardless of by whom or under what circumstances
such occurs, the Commanding Officer of the installation
will have orders to resist entry with all means at his
disposal notifying Chief, BOB, -and USCOB immediately. ... ..

g- In the event of discovery and any poesible
protest the official American reaction is to be flat,
indignant denial ascribing any such protest to a
baseless enemy provocation. Further possible
pdl.i._t_y and propaganda manuevering in such an
cannot be decided upon at this time.

question of whether ox not
was again brought up and reconsidered by the DCI. After con-
siderable discussion and careful recoulderation it was the DCI's
decision that- f

f the site. These phrsonnel will
at not point appear as KUBARH pirsonnel, -

)
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NOTE: Thig assessment was pPrepared by.the E:] N
Tmmediately after the discovery of the tuannkl and 18 based -
on pertinent information available., At the time the report
Was prepared BLAKE's activities had not beeg surfaced, -

15 August 1956
THE IAMNE L

DISCOVERY BY THE SOVIETS OF

Analysis of all available evidence - traffic bassing an

A

the target cables, conversations recorded from a microphone

PRvSE

anam

installed in the tap chamber, and vital observations from the

Ahe Tymaef
Site - indicates that the Soviet discovery ofH.as

purely tortuitous and was not the result of a penetration oF

the agencies concerned, a Security violation, or
testing of the lines by'the Soviets or East Germans. 4 descrip-
tion of the events leading to these conclusions is contained
in this paper,

i Following heavy raios in the Berlin area a number of tele-
phone and télegrlph cables were flooded and began to fault
between Karlshorst and Mahlow on the night of 16 April 1956,
The first major fault was discovered on cable FX 151 at
Wassmannsdorf on 17 April. The fault was repaired by cutting"
the defective Stretch of cable and replacing a 3000 neterxr

length with a temporary replacement cable, Between 17 and 22

S 5‘5‘; ET
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(Page 2 missing from the original document)
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continued. This general situation was noted by personnel at
the site who checked the tap on the moraing of ﬁ-.'gfil and
found it to be in good condition with no faults present.
Berlin notified Headquarters of this fact on the evening of
20 April, noting, "available precautions taken including
Primary oné of crossing fingers."

Throughout 20 April Soviet.operators &t™RiiTshorst, the
Mahlow cable chamber, and.Zossen/Wuensdors checked PK 150 pairs -
carrying circuits gserving high ranking officials and made
switches where mecessary or possible. thhing was zaid con-
cerning the testing being conducted to discover the taults or
work being done by a Soviet labor force lent to the Germans
to asgift in diggiuc up bad stretches of cable, On 21 April
a Karlshorst techaician told a colleague in Zosgsen/Wuensdor?
the FK 150 had not yet been repaired and that another two days'
work would probably be negessary to clear up the trouble,
Testing and rexrouting of circﬁits were stepped up during. the
evenink of 21 April, aund ihe épiiets showed consideraﬁie con-
cern over the failure of the Moscow-GSFG Air Waraing telegraph
channel which had been transferred to FK 150 on 17 April Lt,
Colonel Vyunik, Chiet of the GSFG Signal Ceanter at .Wuensdorf, .-
telephoned Majox Alpatov, Chief of the Karlshorst Signal Center,
at his apartment to inform him of the failure of the Air

Waroing circuit. They agreed that communications ﬁnd to be

(,..f{”')
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& oy
éstablished before morning and Alpatov left for his duty
station. '

There 1is no significant information available on the
actual progress of the testing ;nd repair program proper iron
0300 hours on 20 April to 0050 hours on 22 April, On the basis
of nvailable‘infornation. howéver, it Seems probable that (a)
the testing program continued nmorth until a faylt wasg located
near the Site and a decision was made to replace an entire
section of cable which embraced the tap site; or (b) the re-
peated Iaultipg coupled with the age and pbysical condition of
FK 150 led the opposition to the conclusion that the only
effective remedy was to replace the cable, section by section,
and that this program was inaugurated somevhere south of our
Site and continued noxrthward until the tip was discovered

At approximatgly 0050 hours om 22 April, 40 or 50 men
were seen on the east side of Schoenefelder Allee, deployed
along the eatire area-observabie from our installation,
digging at three to tive foot intervals over the location of
the cable and, incidentally, the tap chamber. At approximately
0200 hours the top of the tap chamber was discovered, and at
0210 Russian Speech was heard from the microphone in the tap ..
chamber. The first fragments of speech indicated that the dis-
covery of the tap chamber aroused no suspicion among- thosa

present. A small hole was broken in the tap chamber roof

(syéIET o
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S E ET

- permitting limited visual observation‘of the chamber, and a
Soviet captain zfcaa brought to the spot. After somé discus-
sion all agreed that the discovery was a manhole covering a
repeater point, and the working crew began enlarging the ;cle
to gain access to the “repeater point.% :

'Ihile the working party was uncquering the tap chamber, l
Uajor Alpatov and Lt. Colomel Vyunik discussed the communi-

cations aituation in a rnnbling telephone conversation at

] approxinately 0230 hours, They indicated relier at the res- L
L ' torntion of Aix Warning Cbnmunicatious with Moscow, and Vyunik

}'i : went on to express suspiciou about the continued trouble on

. B FK 150. Im context it appears that this suspicion was

' directed at the failure of the Germans to clear up the diffi-
) culties on FK 150 once and tor 111 In any event, Alpatov

'k; clearly did not share his colleague 8§ doubts. The general

3 . tone of this couversation was, relnxed and casual, completely -

in keeping with the character of the two nen, both of whom

we know well., The conversation appears to be a clear indi-

1

cation that, as of 0230 hours on 22 April, neithey of these

responsible officers was aware of the exlstence of the tap.

K 2/ Presumably Captain Bartnsh, an engineer who later |
- received an unspecified award from Marshal Grechko for the

discovery of the tap.
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¥ o .
Meanwhile back at the site the work of enlarging a hole

to give full access to the tap chamber continued. At approxi-
mately 0250 hours an unidentified Soviet Colonel arr.:lved on
the séene, presumably in response to a request for guidance
by the vorking party. The Colomel did not appear to be a
signal officer since he took no active part in the investiga-
tion and remained on the scene only for a short time, Having
enlarged the hole in the tap chamber roof, the workers saw for
l ) “the first time the éables and the trap door on the floor of
the chamber, They assumed the trap door to be "some sort of
box" and had no suspicion af the true nature of the installa-'_
{ tion. At approxinately 0300 hours barriers were erected to A

. ' keep inquimitive oulookers away from the excavntion and it

vas suggested that someone be sent to the Signal Di;-éctorate, L
presumably to obtain relevant cable data. At fhe éine time
: the first German voice wag heard, in conversat:l.on with a
, German-speaking Russian. . The German stated that two trucks
: ‘must have paésed the>spot' without locating it. The Russian
answered that "Soviet troops are coming lE well " and added
that they must wait "until worning"” for the decision as to
what further work would be undertakez_i. _ .-
VWhile these developments were taking place, Vyunik held
a telecon with the lM.z' Waruing Center in Moscow im which he
referred to ‘the move of the GSFG Air Warning Center and
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discussed, in detail, communication arrangements necessi-

Y7 o

tated by this move. Thisg revealing teleconference teads to
Support other evidence indicating that as of 0360 hours the
true nature of thé installation had sti1ll not been estabi:shed.
The work of excavation continued; and fragments of con-

versation comnnected with it uere picked up by the tap chamber
microphone, A German-speaking Russian commented that “"some-
body has come from there and there are fewer workers there,"
. suggesting that similar work was. in progresa at another point.
The Rusaian gave 1nstruct:l.ons that' nothing in the installation
-was to be touched. A Gernan remarked that'thé.cuauber night
be connected with sewage work and proposed that plans of the
sewage system be obtained from - the respounsible authorities,

The Russian answered that they already had this information
and that the plans showed "that chamber™ to be 120 meters

away from this point. At about 0320 hours, when still more

©of the tap chamber was revealed and a bYetter view of the in-
terior obtained, those present began to speculate vaguely
about its exact nature and the time of its construction One
.of the 80v1ets, probably an officer, suggested that it might
"have been built during the war, possibly for "Vhe Che" (Russiah
abbreviation rur "bigh frequency transmisgion," but used loose-
ly to denote anything connected with secure communications.) -

Shortly after 0330 hours, the Sovieta left the site by motor

(s'_;kx .
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vehicle, Presumably to report their findings. For approxi-
mately one and one-half hours - from 0330 ta 0500 - no
sounds or voices were recorded.

At approximately ‘0415 hours Vyunik telephoned Alpatov s
apartment in Karlshorst apd asked Alpatov if he had spoken .
with General Dudakov. Chief Signal Officer, GSFG. Alpatov
sald that he had, that he was getting dressed, and that he
would go to hisg signal center as soon as possible. VYyunik -

told Alpatov to telephome him at the GSFG frame room at

.Zossen/Wuensdorf. adding, "When we speak we must do so care-

fully. We know what tye mattep 1§, so we will spegk_cage-
fully.” This indicated clearly that by 0415 hours the GSFG
Signal Diractorate and General Dudakov, the Chief Signal
tunoel 7ar

Officer, had been informed of the discovery of theﬁ)
chamber, viewed it with extrene'suspicion, and planned to re-
route circuits passing over the target cables. This coincides
neatly with the departure from the tap site of the Sovi-ts at
0330. .At 0630 Vyunik telephoned Alpatov at the Karlshorst
Signal Center and 1nformed him that Lt. Colonel Zolochko, A
Deputy Chief of the Lines Department, GSFG, had left Wuensdorf
at 0625 to go “there.ﬁ VYunik, in a‘resigned tone, then added
that all that remained for him and Alpntov to do was to sit
and wait.

In due course Lt. Colonel Zolochko arrived at the site,

accOnpanied by an unnamed Colomel and Captain Bartash, the

VAT
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Commander of the working party. By this time the Soviets
4pparently had brought circuit diagrams to the site and were
aware of the pair allocations on the affected cables. There
was considerable discussion of‘the discovery, and one of the
crew actually entered the chamber and made 2 superficial and
inconclugsive examination. Shortly afterwards the Statement,
“the cable ig fapped," was made for fhe‘tirat time on the
#cene. , : P

At about this time (0635 hours) Lt. Colgs®l Vyunik tele-
Phoned Major Alpatov and asked whether he had received the
"task" and whether 1ts‘m¢nn1ng was clear.  Alpatov replied
that he ﬁad received and understood the assignment. -Speaking
in uousually vague terms, Vyunik instructed Alpatov to take
over two loi-trequency channels, presumably provided by the
KGB signals organization. (Tﬁese channels would provide tele-

Phone commmnications betweqn Berlin and Wuensdorf via overhead

.line and would by-pass the tapped cables.) Vyunik added that

they could continue necessary technical digscussions on the
new facilities.

Although teletype traffic ;ontinued until the tap wires
were cut - at 1535 hours on Sunda} afterncoa - the last tele- ..
phone call of any interest wag placed sometime between 0800
and 0900 hours on 22 April, when an agitnted Genera]. speaking

from Marshal Grechko's apartment attempted to contact Colonmel

(¢ ,{ ) ~
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Kotsyuba, who was then acting for General Dibrova, Bérlin ?
Commandant. Unable to locate Kotsyuba, the General talked to
Colonel Pomozanovskii, Chief of Staff of the Berlin Garrison,
stressing the urgeacy of hisg call, Powmozanovekii promised to
find Kotsyuba 4t once and get him to return the call, -The
return call was not intercepted, but there appears to be mo
doubt that Marshal Grechko had by this time been informed of
the discovery and wished to discuss it with Colonel Kotsyuba. .
A few telephoﬁe calls were attempted after this, but the oper-
ators retﬁaed‘to place the calls, and in one case a Karlshorst
operator said, "I won't put you through to anyone. non't‘riné.
that's all, I won't answer you any more, It's in the order."
Between 0700 and 0800 hours a number of additiooal Soviet
offtcers'arrived at the excavation, including Colonel Gusev
of the KGB Signals ﬁeginent, A Russian-speaking German was
heard to remark that a "commission" was expecfed, and a Soviet
officer said that they would await the arrival of this commis-
sion before making a decision as to what the next step would
be. In answer to i question as to whétﬁer anything should be
disconnected, the same officer stated that nothing should be
done beyond making motion Pictures of the chamber. He added,
however, that the hole providing access to the cﬁnmber should
be enl;rged and a detailed inspection should be carried out.

The general discussion coutinued, and the possibility of some
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form of explosive booby trap in the chamber wis discussed at

g".’

some length. There was widespread belief that the trap door,
which in fact provided access to the tunnel proper, was a "box"
or "battery box" possibly involving a booby trap. One of the
Soviet officers, probably Zolochko, suggested that, after every-
thing had been carefully noted and recorded, a grappling iron
could be attached to the "box" in order to tear it away. "If
there 18 no explosion,™ he said, “then we can calmly go ahead
and deal with {t.» )

Several 1ndividuals, presumably German cable splicers.
agreed ‘that the cables were fully tapped and discussed the
method employed. They agreed that it mugt have been done in
such a way as to render the fap undetectable by measurements,
although one of them failed to understand why thé actual cut-
ting of the cables was not detected. He added that at that
time "everyome must have been quite drunk.” The Germans con-
tinued to speculate on the nature of the "box" and about the
meaAns of access to the tap.chanher. One of them said, "They-
themselves must have some means of entering this place, but
naturally it's highly improbable that they have constructed
2 passage for getting from here to there!m -

Soue of those present Apparently belleved that the tap
was an old one and had been abandoned due to recent faults

on the cable. Duribg this discussion the microphone was

-11
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twice noted, but Was not recognized for what it wag, In the

'.'-"_—7

first instance the Speaker said, “That isg ot a microphone,"
and in the second it wag described as “a black ball.v

The general discussion continued, with speculation as to

-the nature of the "battery box" and with several comments that

it should pe possible to identify .the tappers “from'the uake
of the materialg" and the techniques employed. While the Ger-
mans began work enlnrg;ng the hole around the tap chamber, the

A Y
Soviets discussed in gome detail the order in which technical

-experts and adminigtrative representatives would carry out

fheir 1n$pec£10n. The Sovietsiidéntified the lead—off éable
s "not ours," indicating that after the inspection they planned
to disconnect the lead-off cable and to “check how far it goes
from here" - probably by means of electrical measurements. It
is evident that at this time (approximately 1130 hours) the
Soviets and Germans were St1ll unaware of the existence of the
tunnel, the means of access to the tap chamber, or those re-
Sponsible for the tap. |

At approximately 1145 hours one of the German crew was
heard ‘to exclaim, "The hox ig an entry to a shaft'"

From the tenor of the ensuing couversation it would seem -
that a small hole had been made near the still—intac; trapﬁ
door. The Germans debated the removal of the trap door, but

continued to work at and around it despite the altefnate

GrAsT)
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suggestion that "we should open up the road opposite until
we reach the cable or the shaft." By approximately 1230
they.had removed the hinges and entered the lower part of
the taplchamber. The padlock which secured the trap door from
below was ¢xamined and was identified as "otVEugliéh origin.*
Failing to open the door separating the tap chamber from the
equipwment chamber, the Germans, after approximately twenty min-
utes, broke a hole through the wall and gained visual access
to the equipment chamber, which they described as "a long
passige." By 1300 they evidently had enlarged the access lLiole
and described “a completed installation - a telephone exchange..
+<+.. An installation for listening in /Abhoeranlage/." l
Additional motion pictures were made and frequent excla-
mations of wondexr and adﬁiration were heard. At 1420 a S&viet
Colonel, probably Zolochko; a person addressed as Nikolai
Ivanovich, probably Major Alpatov; and a Gaptain, presumably
Bartash, entered the chamber and discussed the method used
by the-tappers in gaining access to the cables. Zolochko
evidently still believed that this was dome "from above."
Conversatioas 1ndicatéd that the joint Soviet-German commis-
sion, mentioned earliex, had already visited the site and -
esgablishgd the nature of the installation without going into
teéhnical details,

13
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Measurementsg of parts of the interior were then’tak;n,
discussion of the installation became general, and the partici-
pants clearly indicated that the ueaﬁs of access and full impl4-~
cationg of the operation were finally appreciated, Conver‘aations
reflected thgt all present realized that the planning of the
tunnel approach to the cables Wust have necessitated a very
detailed Study of relevant wmaps aud plans., The stress to which
the roof of the chambers would be subjected and the necessity
of preparing the lead-off cibles beforehand were néntioned,
20d a German was heard to exclaim, "It must have cost a pretty
Penny." & Russian«speakinz German added, ddmiringly, “How
Reatly and tidily they have dome it." It was decided that
work on the tunnel must have been carried out during the day
when the sound of the street traffic would drown any noise,
whereag the actual tapping was dqne "during the night, between
one and two o'clock, when the traffic on the cables i3 slight."

One of the Germans rather indignantly exclaimed, "What a
Tilthy trick. And where you would least expect it." -- to
which another repliéd. "Uuless one had seen it for oneself,
nobody would beliéve it

Between 1515 and 1530 hours the tap wires were cut, and
at about 1545 the attention of the Germans began to concentrate
on the‘nicrophone itself. Oune of thém assumed it to .be an

"alarm device - probably a miérophoue,“ to give warning of

s
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approaching motor traffic, and added that it ought to be
Photographed. At 1559 hours work began on dismantling
the microphone. Shortly afterward the microphoge went

dead and, after 11 mouths and 11 days, the operational -

. 77/ Jnr L
' phase of was completed,
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has bean
7 7 mﬂ“&?&%pm ot
W » the Contral Intelligemce Agency.
Date L{!l{ ,‘7‘(
G. DBerlin 'I.‘umre}‘ o : URP j«(:_l__ . A
Soviet disco:re;.-;of a tunnel in the Ll_tglieh;...
icke section of East Berlin allegedly on 22 April
1956 put an end to a mos aginative CIA-MI~6 op-
eration against the RIS, w CIA and MI-6 personnel
had tapped into the main telephone and telegraph
lines of the Soviet forces betwean Moscow and Berlin
and trunk lines between ﬁerlinland major East German
cities. The tunn-el was ahout 500 y&ds- long and wasg
constructed from a position just ingide the US sec-
tor in extreme south Berlin. VA=

WIS . iic. .George-Blake, the MIIG officer and < |

-

KGB, agent admitted at his ‘investigaticn that he had
informed his KGB ’p;jinc:lpa.ls of Allied planning for 1.;,
the tunmnel in which he was a participant prior to
his early 1955 departure for Berlin. Because of

the worthwhile iz;forﬁation developed from the apera- N
tion on the Alljed side, it is presumed that the ‘
Soviets were faced with either stopping a patentially

- harmful’ oparation and losing a valuable penetration

= e
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agent in Blake or else in protecting Blake and
risking unauthorized disclosura of classified in-—-
formation,  They chose the latter course and a.lloweq
it to run apparently unimpeded from May 1955 to April
1956 when a Soviat maintenance crew “found" the tun-
nel. '
Analysis of the telephone traffic soon re-
vealed that of the telephone lines tapped, 25 car-
ried RIS conversations, mostly of the and of
the RU units attached to various units of the Group

of Soviet Forces Germany (GSFC). --The CI product

from the operation consisted primaxrily of ‘the iden—

tifications of-over 350 GRU and RU“officers in East’
Germany, another 300.KGB officers in East Germany
and the USSR, and GBU officeis in the USSR. The
operation developed a tota-'l of about 2,000 names of
CI interest. ~ The tap also had the effect of identi-
fying Soviet intelligence units by number and loca-
tion in East Germany. a

- FI/D initially was respousible. for processing
the voice circuits containin§ RIS conversations. 1In

January 1958 thebi componet wags formally

attached to SR/CI/ Research and Support (R&S) where

~ 208 -~
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reports on the RIS were issued and summaries were
' made of RIS lnfomtion. for the SR/CI/R&S files.
~ The project was completed in late 1958. . — e
. Aside from the large mumber of RIS officers
exposed as a result of the Tunnel opera'g‘_:.l;sn there
was also developed direct .1.n£o_mat:l.oﬁ on Soviet in-
taliigance orqa.n:lzati.ons. _ Por example, lengthy
collated reports were d.lueminatad as a tesul.t of
. ~ the 'l‘nnnel operation on: xca :adio inl:except capa.—-
- b.{.l.'lt:l.es .'l.n the Berlin ‘area; pa:sonnel of t'.he GRU
) headquarters in Mogcow; telephone numbera, addreases,
.and field pout_:‘ numbexa of RIS units in East Germany;
personnel and%?rganizadnn of the Potsdam headquar-
ters of the K@_"n’ m:l,rd_ (counterinteiugence in the
Soviet Armed Forces) Diractorate; and organization,

»

.. .
1 NN ] .
. . .

cases, liaison, security, \-.r.adecra‘:ft, and adminis-
tration of the Operations Department of the KGB's
Directorate of Special Departments in Potsdam.
There also was produced a collated study of t.he or-

ganization and personnel of the XGB ‘headquarters;

the organization and activities of the KGB advisors
to the MfS Main Departwent I; personnel and location

of GRU and GSFG Ry communications units; and Soviet

- 209 -
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civil installations in the German Democratic Republic

(GDR) including a report on the handling of Soviet
re[.'latriatas at the Berlin consulate, This informa-

tion was of course all current to April 1956, -
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Itis document has been
approved for relczse through

<:r the RISTORICAL REVISH PROCRAYM of
W 3 /' 8 " +ha Central Intelli:qence 2goency.

Date ¥ /‘>/7'
"V. PRODUCTION . se  foof

The following statistics may be of interest in gvaluating
the project:

) a. Three cables were tapped. They contained 273
metallic pairs capable of transmitting a total of approx-
imately 1200 communications chaonels. The maximum number
of channels in use at any one time approximated 500, On
the average 28 telegraﬁhié circuits and 121 voice circults
wvere recorded cbntinuﬁusly. Approximately 50,000 reels -~

of magnetic tape were used - some 25 tons.' —

) . VOILE | i .. b -
b. - The_)processing centar employed a peak

number of 317 persons. Twenty" thousand 30v1et two-hour
volce reels:cpnéaining 368,000 COnversatiohé were fully
. transeribed. In addition,: 13,500 German two~hour vdlce
reels were recéiveﬂ and 5,500 reels containing 75,000
conversations were processed. Seventeen th;usand of
thesa conversations were fully transcribed:

c. The mﬁnter employed 350 people at
its peak. Eighteen thousand six-hour Soviet teletype
reels and 11,000 six-hour German teletype reels were
completely transcribed. It should be borme in mind
thgt many of these reels contained as many as 18
separate circuits, soﬁe of which utilized time-division *
multiplex to create additional circuits. The potential
of any given six-hour teletype reel was approximately

216 hours of teletype nessages.' Both plain text and

25
SE ET
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encrypted traffic was received., The daily output was

about 4,000 feet of teletype messages. Printed in book ’

form, these messages would have filled a space ten feet
wide, 15 feet long, and eighf feet high.

d. A small processing unit (two to four persons)
was uaiqtained at the Berlin site to permit on-the-spot
monitoring of engineering circuits for lthe protection of
the project and scanning of thé more productive circuits

‘for the “hot" :lntelli.gence. Daily reports of sufficient .

value to varrant,_glectrical tx‘ansnissiou to Washington

%04 London were produced.

... €., .. Processing:of the bnc?logged material con-
.t'inuevd until 30 September 1958 and resulted in a total
of 1,750 reports-plus 90,000 translated uessages or
‘conversation.s. 7
£, The total cost of the project was $6 700,000,
'l‘hey iuomatxonm$ material was _dl_ssen:l.nated in
a closely controlled system called | = Appendix B
consists of a summary of the value of the material received
together with typical customer gonlents. Despite our knowl-
edge of the fact that certaim elements of the Soviet Govern-
ment were aware of our plans to tap these cables, we have no
evidence that the Soviets attempted to feed us deceptiou

material through this source,

26
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APPENDIX B.

TR L. .
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RECAPITULATION OF THE INTELLIGENCE DERIVED

} Set forth below are a recapitulation of intelligence

) ‘deriveg from them"material gnd some typical consumer

B comments .

1

j GENERAL

1 The Q¢ operation provided the United States and the
| . .

British with a ﬁnique source of current iutélligence on the
. . o . “
Soviet Orbit of a kind and quality which had_not_be_en_ avail- ‘
able since 1948, hesmnsibl‘e‘,IM}ﬁtlcials con-
4“"“{. Lrllo T i e e L
sidere during its productive phase, to be the ., .
Prime source of early warniﬁg concerning Soviet intentions in
Europe, if not world-wide. Following are examples of items

. tunasgf
of intelligence for which w}was either a unique or most

Mkt vt el My

.timely and reliable source.

’
i
POLITICAL
Throughout the life of source (L1 May 1955 - 22 April
a
1956) ;f_ were kept currently informed of Soviet intentions in
1 funus] ‘ v
. Berlin;Mrovided the inside story of every "incident"

- occurring in Berlin during the period - a story which wids in

| ()
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each case considerably at variance with accounts of the same
The tynel
incident as reported by other sources. Wshowed that,
contrary to estimates by other sources, the Soviets at that
time did not intend to relinquish their prerogatives vis-a-
vis the other three occupying powers despite continually
increasing pPressyge;, from the East Germans to assert their sov-
nty in East Berlin as well as in the rest of Fast Germany.
T NN L
provided a clear picture of the unpreparedness, confusion,
and indecision among Soviet and East German officials whenever
an 1ncided!'§écurred in East Berlin involving citizens of one

of the Western powers

The Sov1et decxslou to inplement the establishnent of an

thfunnt) o i
East German Army was disclosed By n October 1955

time to notify our representatives at the Forelgn Ministers

Conference in Geneva to that effect

- s

Aegatsl
for implementation of the decisions of the 20th Party Congress,

provided a detailed account of the Soviet program

including measures to suppress unrest among Soviet nuclear
scientists resulting from a too-literal interpretation of the
new theory‘of collective leadership and the denigration of
Stalia.

The, prpgress of Marshal Zhukov's attempt to curtail the
influence of the politieal officer in the Soviet Armed Forces

U"‘f’
(which led to his subsequent downfall) was traced iM

2

(swm)
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material from the autumn of 1955 to mid-April 1936.

1t‘ A ‘provided considerable intellgggnce on the relation-
ships between various key military and political figures of
the Soviet hierarchy and on relations between the Poles and

the Soviet military forces stationed in Polghd.

MILITARY .
General

Mot a. Reorganization of the Soviet Kinistry éf
Defense. |

b, Soviet plans to implement the Iarsaw Pact by
1ncreasing Soviet-Satellite nilitary coordination

c. Implementation of the publicly announced

B .
intention to reduce the strength of the Soviet Armed Forces.

d. Identification of several thousand Soviet
officer personnel.

sy

a. Developﬁent of an improved nuclear delivery
capability in tﬁe Soviet Air Army in East Germaany.

b. Re-equipment of the Soviet Air Army ia East
Germany with new bombcrs‘and twin-jet interceptors
having an airborne radar capability.

c. Doubling of the Soviet bomber strength in

Poland and the appearance there of a new fighter division.
alliolahis

(o= aem)
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d. Identification and location of approximately

100 Soviet Air Force installations in the USSR, East

Ggrmany, and Polaund, including'a number of key aircraft
factories, *
Ground Forces

a, Order of battle of Soviet ground forces within

the USSK not previougly identified or not located for

séveral years by ahy other source.

b. Soviet training plans iof the épring and early
sSummer of 1956 in East Germany and Poland.

c: Identificztion ot several thousand Soviet field
post numbers (us;d by G-2 to produce Sovlet orde- of .

Faap oenTw : b il Team

battle 1ntelligence) h o e
Navy . .

a. Reduction in the status and personnel strength
of the Soviet Naval Forces.

b. Organization and admninistrative procedures of
the Headquarters of the Soviet Baltic Fleet and Soviet

Naval Bases on the Baltic Coast.

SCIENTIFIC
Identification of several hundred personalities associ-

ated with the Soviet Atomic Energy,K (AE) Program.

Association of certain locations in the USSR with AE

(;s E‘gfi E r<)

activities.
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Organization and activities of Wismuth SDAG (mining

uranium in the Aue area of East Germaay).

OPERATIONAL

Organization, functions, and procedures of the Soviet
Intelligence Services .in East Germagy; identification of

gseveral hundred Soviet Intelliggncg persoqnl;fieé in- East

Germany dnd Moscow.
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